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The School District (the District) reaffirms its commitment to improving learning and teaching by providing access to and use of stand-alone district computers, the District Local Area Network, and the Internet.  Reference to the Network herein shall include stand-alone computers, network systems, and Internet access.

The District is committed to the application of ethical and legal standards in using the Network.  The District expects its students, staff and administrators, who access and/or use any hardware or software on the Network (hereinafter referred to as “Users”), to abide by the standards set forth below. Users accept the following Rights and Responsibilities.

Rights

A User has the right to access and use hardware and software available at schools in the District to complete class assignments, improve his or her ability to access technological resources, develop lessons, lesson plans, and to further his or her academic and professional growth.

Responsibilities

Appropriate Use

1. It is understood that access to and use of the Network are privileges. Such access and use of the Network shall be reserved for activities that are of “educational value” to the User. For the purposes of this policy, “educational value” shall mean having a direct or indirect relationship to the approved school curriculum and educational program. 

2. The use of the Network for accessing or distributing harassing, defamatory, inaccurate, abusive, obscene, profane, sexually oriented, threatening, racially-offensive or illegal material or conducting other prohibited activities, is forbidden.   The District will avail itself of any and all avenues, within the confines of the law, to prevent such material from entering the Network.  Users shall report the introduction or existence of such material on the Network to the Technology Coordinator, building supervisor or (in the case of a student) a teacher in the District.

3. Users must recognize that e-mail or other messages on the Network may contain thoughts, conclusions, certain biased perceptions, and/or untruths. Users who spread false and disparaging information about third parties may be found liable for defamation.  Such use of the Network is expressly prohibited. 

4. The User has the responsibility for keeping food and/or drink away from computer equipment.

Security

1. Only those Users who have received training shall be authorized to access and/or use any hardware or software on the Network.

2. The User shall accept the responsibility for the preservation and care of District hardware and software.

3. It is the User’s responsibility to make sure that no hardware or software is destroyed,  modified or abused in any way.  Any attempted or actual alteration of the Network system software, data or files, or disruption or destruction of resources, is considered vandalism.

4. It is the User’s responsibility to keep programs of a viral or other harmful nature off the Network. The User will be held accountable for any deliberate attempt to install and/or run a computer virus or other harmful software on the Network.

5. It is the User’s responsibility to obtain written permission from the Technology Coordinator prior to removing, relocating, or modifying any hardware or software.  The Technology Coordinator will oversee all repairs to the Network done on school grounds.

6. The User shall immediately notify the Technology Coordinator, building supervisor or (in the case of a student), a teacher in the District if he or she feels he or she has identified a security break or vandalism or has been the victim of an on-line stalker.

7. Any User identified with a history of violations/problems with computer systems will be designated as a security risk, and may be denied access or restricted in the use of the Network.

Privacy

1. Users accept responsibility for preserving the privacy of others.  Hacking or accessing unauthorized files is prohibited.  Investing or reading another User’s files is considered the same as reading papers on someone’s desk – a violation of his or her privacy.

2. All Users of the Network must comply with the Electronic Communications Privacy Act of 1986, as amended, and the Communications Decency Act.  These acts prohibit the unauthorized interception or disclosure of e-mail messages by third parties, as well as the appropriateness of certain material being posted on the Internet.

3. Users shall not store extensive e-mail messages on the Network; e-mail messages may be stored for a period of no longer than fourteen (14) calendar days and the District reserves the right to delete any e-mail messages (read or unread) left on the Network for a period in excess of 14 days.

4. Users may not allow any other person to use their password or to share their account. It is the User’s responsibility to protect e-mail accounts from unauthorized use by changing passwords periodically and using passwords that are not easily determined.

5. Users are responsible for using their own name at all times, shall neither resort to anonymity nor misrepresent themselves as someone else.

6. No personnel or student information, which is protected by the Family Educational Rights and Privacy Act, shall be disseminated through the Network.

7. Users must recognize that the Superintendent and/or the Superintendent’s designee does have the authority to monitor and intercept e-mail messages for all Users and that there shall be no privacy right construed to exist in any work product put on the Network.

Responsible Use of the Internet

A. Each students shall look after themselves:

1. Choosing online names that are suitable and respectful.

2. Only inviting people you actually know in the real world to be your friends in the online world.

3. Only visiting sites that are appropriate and respecting the rules that web sites have about age. Some sites are only for adults. If you wouldn’t feel comfortable showing the web site to you parents or grandparents then it’s inappropriate.

4. Setting your privacy settings so only the people you know can see you and your personal information.

5. Only putting information online that is appropriate and posting pictures that are suitable. Not everyone seeing your profile or pictures will be friendly.

6. Always reporting anything that happens online which makes you feel uncomfortable or unhappy.

7. Talking to trusted adults, like your parents and teachers, about your online experiences. This includes both the good and the bad experiences.

B. Each students shall look after others

1. Show you care by not flaming (sending hurtful or inflammatory messages) other people, or forwarding messages that are unkind or inappropriate.

2. By not getting involved in conversations that are unkind, mean or bullying.

3. By reporting any conversations you see that are unkind, mean or bullying. Imagine if the things being written were about you. If you would find them offensive then they are inappropriate.

4. Some web sites are disrespectful because they show people behaving inappropriately or illegally—or are racist, bigoted or unkind. Show your respect for others by avoiding these sites. If you visit one by accident, close it and tell your teacher or an adult.

5. Show respect for other’s privacy by not trying to get into their online spaces without invitation, by not stalking them or copying their pictures.

C. Each students shall look after property
1. By not stealing other people’s property. It’s easy to download music, games and movies, but piracy (downloading media that you have not bought) is just the name given to stealing online.

2. By not sharing the music, movies, games and other software that you own with other people.

3. By checking that the information you are using is correct. Anyone can say anything on the web, so you need to check that the research is correct by using reliable sites. When in doubt ask your teacher or your parents.

4. By looking after other people’s web sites, acting appropriately when visiting them, not making changes or vandalizing them, and reporting any damage that you finds.

(globaldigitalcitizen.org)
Adherence to Copyright Law

1. The User is forbidden from putting any material owned by others onto the Network without written permission.

2. Software is protected by U.S. copyright law. The User will not make unauthorized copies of software found on the Network or put such software onto other computers, e-mail messages, bulletin boards or other transmissions.

3. The User will not lend, give, or sell copies of software to others without the written permission of the copyright owner or without being able to clearly show the software is shareware or in the public domain.

4. The User will not employ “cut and paste” or other techniques to falsely imply that he or she is the original author of another person’s material, but will include proper citations to show the sources of such information.
DISCIPLINARY ACTION 

In addition to other disciplinary action available to the District, a User who does not adhere to the above responsibilities will be subject to the additional following disciplinary actions, depending upon the severity of the offense and the number of infractions:

1. Responsibility for full financial restitution to the District or any other injured party.

2. Indemnification of the District for any damages incurred or assessed as the result of the User’s inappropriate or unauthorized use of the Network.

3. Denial of access to the Network for an appropriate period of time to be determined by the District.

4. Subjection to criminal and/or civil penalty.
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Legal References:
N.J.S.A. 18A:11-1
General mandatory powers and duties

17 U.S.C. (101 et seq)
 U.S. Copyright Law

Cross References:
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Conduct and discipline
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Curriculum design and development



*5145.12
Search and seizure




*6142.10
Internet safety and technology 
*Indicates that the policy is included in the Critical Policy Reference Manual.
SCHOOL DISTRICT

User Agreement of Understanding

Access and use of the district Network and the Internet is a privilege for the User.

I have read and understand the Technology/Internet Code of Ethics and the Disciplinary Action Policy, and hereby agree to be responsible for and abide by all rules and regulations contained in them.

I understand that the District used reasonable controls such as internet filters blocking access to inappropriate material and I therefore agree to only access the internet through the school’s network while I am at school. I understand that the District is not responsible for any financial obligations incurred by me as a result of any purchase of product or services over the Internet.

Since there is always the potential that a Network system failure will result in a loss to a User’s information or work product, I understand that I am responsible for making a personal back-up of any information or product placed on the Network.

I recognize that the District Administration does have the authority to monitor and intercept e-mail messages of all Users and that there shall be no privacy right construed to exist in any work product put on the Network. 

_____________________________________                    ____________________


(User Signature)                                                             (Date)
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